GUIDELINES FOR NETWORK USERS

1. User Accounts and Password Management

e Every user assigned a Network Access ID (Net Access ID) shall be solely responsible for its
use and security. The Net Access ID is personal in nature and shall not be shared with any
other individual under any circumstances.

e The Net Access ID shall be used exclusively for academic, research, administrative, and
other authorized activities of the University.

e Users shall ensure that their Net Access ID is protected by a strong and confidential
password at all times. Passwords shall not be disclosed, shared, or made accessible to any
other person.

e Network Access IDs shall be issued only to students, faculty members, officers, staff
members, and other individuals who are formally affiliated with the University and require
access to University computing resources and duly approved by the respective
department/section/unit head.

e The users associated with the University including graduation, resignation, retirement,
termination, or completion of engagement, the user’s Net Access ID, email account, and
associated files may be disabled or deleted in accordance with university policies.

e Normally, a user shall be assigned only one Net Access ID. However, faculty members or
officers holding multiple official portfolios and roles sometimes may be granted additional
accounts, where justified and approved to facilitate the discharge of responsibilities
associated with such portfolios and under the assigned role.

2. Use of Computing Resources

e University’s central computing and network resources are shared facilities intended to
support academic, research, administrative, and official activities.

e The Communication and Information Services (CIS) acting on behalf of the University,
reserves the right to restrict, suspend, or terminate any Net Access ID where a user is
found to be consuming excessive storage, network bandwidth, processing resources, or
otherwise adversely affecting the availability or performance of computing resources for
other users with approval of the competency authority of the university.

e Users shall utilize University resources responsibly and efficiently and shall avoid any
activity that may degrade system performance or disrupt the online services of the
university.

3. Computer Ethics and Acceptable Use

e Users shall not attempt to bypass, compromise, disable, interfere with, or otherwise
violate the security mechanisms of any University computer system, network, server,
application, or any external system accessible through the University network.



e Services associated with a Net Access ID shall not be used for any illegal, unethical,
unauthorized, or inappropriate activity. Such prohibited activities include, but are not
limited to:

d.

e.

Unauthorized copying, installation, distribution, or use of copyrighted software or
digital content;

Creation, transmission, or storage of threatening, abusive, defamatory, obscene,
fraudulent, harassing, or offensive material;

Sending unsolicited bulk emails, spam, chain letters, or mass communications
without authorization;

Unauthorized access to systems, data, or services;

Activities that violate applicable laws, regulations, or University policies.

e Users shall comply with all operational guidelines, procedures, and acceptable-use
requirements applicable to the computing platforms and services they utilize.

e Access to email services and University computing resources through a Net Access ID shall
be used strictly in accordance with university rules and applicable laws.

e Information stored, transmitted, published, or made available electronically through
university resources:

a.

Shall not contain copyrighted material unless appropriate authorization has been
obtained from the copyright owner;

Shall not violate University policies relating to discrimination, harassment, or
sexual harassment;

Shall not be used for commercial, business, or profit-making activities without
prior authorization;

Shall not falsely represent or imply official University endorsement or authority
without appropriate approval;

Shall not falsely represent other individuals, organizations, institutions, or
companies;

Shall not contain material prohibited under applicable laws, including obscene or
pornographic content;

Shall not contain malicious software, scripts, code, or tools that may compromise
security, disrupt services, or facilitate unauthorized access to computing
resources.



Data Backup, Security, and Disclaimer

While CIS and UCMC make reasonable efforts to maintain the integrity, availability,
security, and reliability of university computing services, they do not guarantee
uninterrupted service or complete protection against data loss, corruption, unauthorized
access, or other unforeseen events.

Users shall be solely responsible for maintaining appropriate backups of all files, data,
emails, and information stored within their Net Access ID, email account, personal storage
space, or computing devices.

CIS and UCMC shall not be liable for any loss, corruption, alteration, or unavailability of
data resulting from:

a. User actions or omissions;

b. Hardware or software failures;

c. Malware or cyber incidents;

d. Improper use of computing resources; or

e. Technical assistance provided by CIS/UCMC personnel while addressing user-
reported issues.

The University does not guarantee the confidentiality, privacy, or security of electronic
communications transmitted through its networks and systems.

Users shall be responsible for any improper or unlawful use of university equipment,
software, or network resources, including violations of copyright, intellectual property, or
other applicable laws.

The University reserves the right to modify, amend, or update these guidelines and
related policies as required, without prior notice to users as per the Govt of India
guidelines/policies be issued from time to time.

Account Surrender and Deactivation

Employees retiring from service and students leaving the University, whether temporarily
or permanently, shall inform CIS in writing and request the deactivation of their Net
Access ID and email account.

Access to University network and email facilities is intended solely for serving employees
and currently enrolled students. Accordingly, such facilities may be withdrawn upon
cessation of eligibility.



Failure to deactivate an account may expose the account holder to potential misuse by
unauthorized individuals. In such cases, the account holder may be held responsible for
activities carried out using the account until its formal deactivation.

Requests for extension of account validity beyond the period of eligibility may be
considered on a case-by-case basis, subject to written justification and approval by the
competent authority.

Account Suspension, Termination, and Appeals

The University reserves the right to suspend, restrict, disable, or permanently terminate
any user account without prior notice where there is evidence of misuse, security
concerns, policy violations, or any activity detrimental to university interests.

Wherever practicable, CIS shall attempt to notify the user regarding the action taken and
the reasons for such action through available contact information.

In cases where an account is temporarily disabled due to malware infection, security
vulnerabilities, or inadvertent violations, access may be restored after the user has taken
appropriate corrective measures and CIS has verified compliance.

In cases involving deliberate, repeated, or serious violations of University IT policies, the
account may be permanently terminated, and further disciplinary action may be initiated.

Any user who believes that the suspension or termination of an account is unjustified may
submit a representation to the Director, CIS, providing reasons and supporting evidence
for reconsideration.

If the matter remains unresolved, the user may submit an appeal before the Appeals
Board or any other authority constituted by the University for this purpose. The Appeals
Board shall review the available evidence and make appropriate recommendations.

Where restoration of access is recommended by the Appeals Board and approved by the
competent authority, the account shall be reactivated. The decision of the Appeals Board
shall be final and binding.

Users should note that the University’s network security systems maintain records of
security incidents, policy violations, and misuse associated with user accounts. Such
records may be considered while determining appropriate action in cases of repeated
violations.

Serious violations of these guidelines may be referred to the appropriate University
authorities and, where applicable, to law enforcement agencies for further action under
relevant laws and regulations.



